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FEZE/N14 7 X Confirmation Bias
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¥Hh5H M365 Defender7?7>5— k

https://www.microsoft.com/en-us/security/blog/2022/10/05/detecting-and-preventing-lsass-credential-dumping-attacks/
https://www.microsoft.com/en-us/security/blog/2019/05/09/detecting-credential-theft-through-memory-access-modelling-with-microsoft-defender-atp/

Microsoft 365 Defender

Sensitive credential memory read
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[ ] 20235108 EEE  Sensitive credential memory read

[ ] 20235108 0 svchost.exe read Isass.exe process memory


https://www.microsoft.com/en-us/security/blog/2022/10/05/detecting-and-preventing-lsass-credential-dumping-attacks/
https://www.microsoft.com/en-us/security/blog/2019/05/09/detecting-credential-theft-through-memory-access-modelling-with-microsoft-defender-atp/

v €2 [4] ntoskrnl.exe

v 2 [468] smss.exe
v 22 [656] smss.exe 000000e8 00000084
v - & [768] wininit.exe
v €2 [840] services.exe
v 2 [12748] svchost.exe -k netsvcs -p -s Appinfo

&  svchost.exe read Isass.exe process memory
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®1 spend days of thinking of that achieving
cybersecurity is really difficult.
I think it would be impossible to do it alone,
so I would be happy if the defenders could
cooperate with trusted friends.



